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AFRICAN INTERNET, SECURITY
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ICT Ranking

Source: The Networked Readiness Index 2010–2011 by World Economic Forum
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Security Issues

Fraud

—Spam and Phishing in Western Africa

—Advance-fee fraud(also called the Nigerian scam, Nigerian bank 

scam, Nigerian letter)

Bots

—The top five international cities with the highest zombie 

population:

1. Johannesburg, South Africa

2. Cape Town, South Africa

3. Lisbon, Portugal

4. New Delhi, India

5. Bangalore, India

—(Source: A Zombie Invasion 

http://blogs.mcafee.com/consumer/family-safety/a-zombie-

invasion) 
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Regional & International CERT/CSIRT Community

APCERT

ENISA

EGC

TF-CSRIT

OIC-CERT
ASEAN CERT

PacCERT

GFIRST

FIRST

CLARA 

WG-CSIRT
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JPCERT/CC PROVIDE 

CSIRT TRAINING IN 

AFRICA
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Prof. Chon Kilnam and AAF

Let’s develop100 CSIRT 

instructors in Africa!
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Ideas behind

Teaching “teacher of teachers”

—Training course development by African community

—Localization for Africa

By Africans

—Creating their community (regional)CSIRT in African continent

54 countries.

Back to back with local ICT events

—AFNOG meeting / AFRINIC meeting
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Johannesburg (Nov 2010)

Dar es Salaam (May/June 2011)

Cameroon (Fall 2011)

Tentative

Kigali (May 2010)

Technical Course (5days) Advanced Course (5days)

Workshop with open participation

Training by JPCERT

Training by African instructors

Managers Course (3days)
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CERT Instructor Training Course for Managers

Date: 31 May 2010

Venue: Kigali, Rwanda

Hosted by: AfNOG, AfriNIC, AfREN and AAF

Participants: 30 (instructor candidates and additional 
participants)

Training program:

—Internet security trend

—Overview of CSIRT and fundamentals of computer security 
incident handling

—Creating a CSIRT

—International CERT activities

URL: http://africaasia.net/2010-6-CERT.html
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CERT Instructor 

Training Course for 

Managers
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CERT Instructor Training Course 

for Technical Staff

Date: 20-22 November 2010

Venue: Johannesburg, South Africa

Hosted by: AfriNIC and AAF

Participants: 30 Engineers from South Africa, Uganda, Kenya, 
DRC, Somalia, and so on.

Training program:

—CSIRT culture and philosophy

—Network traffic analysis (hands-on)

—Log analysis (hands-on)

—Tools and operations

URL: http://meeting.afrinic.net/afrinic-13/index.php/the-
meeting/agenda
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CERT Instructor Training Course 

Date: 5/31-6/4 2011

Venue: Dar es Salaam, Tanzania

Hosted by: AfNOGand AAF

Participants: 23 Engineers from 8 countries (Tanzania, Ghana, 

Kenya, DRC, Somalia, and so on.)

Training program:

—5．30 CERT Introduction (CERT Training Course for Manager 

and Policy Maker) 

—5.31~6.2 CERT Training Course for Technical Staff 

—6.3~6.4 CERT Training Course on Web Security 

URL: N/A
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Lessons learned

Internet experts in Africa are keen on developing CSIRT

freedom of expression, privacy, trust, and security online

Lack of practical experience -> “start small with minimum 

function”
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Next Step

AfricaCERT

—Continent wide CSIRT. Now asking for comment on the project 

blueprint

Kenya

—Kenya Computer Incident Response Team (KE-CIRT) has been  

launched officially.

—Couple of industry initiatives are going on as well

Training

—CSIRT Training (Afrinic 15 at Cameroon ,November 2011)

http://meeting.afrinic.net/afrinic-15/

—Two-day Security seminar(Nigeria, November 2011)

http://www.africacert.org/home/index.php
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Thank You

Web: https://www.jpcert.or.jp/

http://blog.jpcert.or.jp

Email: global-cc@jpcert.or.jp
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